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PROJECT GOALS

• Identify the most common risky online behaviors that 
public WIFI users are involved in over the network 

• Explore whether uncertainty regarding the owner of  a 
WiFi network shape users’ avoidance from accessing 
websites that handle sensitive information



Public WIFI 

• Public WIFI networks allow users to log in to the 
Internet from various public locations and at all times 
of  day.

• Risks:





VICTIMS’ SELF 
PROTECTIVE BEHAVIORS 

• Different types of  self  protective behaviors and their 
effectiveness in preventing violent crime (Guerette & 
Santenna 2010; Block and Skogen 1984)

Forceful Resistance Non Forceful Resistance  



Self protective 
behaviors in cyber space

• Apply security solutions 

• Protect privacy 

• Online vigilance 

• Avoid accessing and providing sensitive information  



Routine Activity Theory

• Three elements must converge 

in time and space for a crime 

to occur:

1. Motivated offender

2. Suitable target

3. Lack of  capable guardians

Suitable 
Target

Motivated 
Offender

Capable 
Guardian



Theoretical 
implications 

• As the level of  victim 
resistance increases, the 
effort for the offender will 
also increase, and in turn, 
will reduce the probability 
of  crime completion 
(Clarke 1997)



Situational Crime 
Prevention Strategies 

• Both property and violent offenses may be effectively 
prevented by reducing the opportunity for criminal 
events and deterring offenders from violating the law. 

• Increase offenders’ effort 

• Increase offenders’ risks

• Reduce offenders’ rewards 

• Reduce provocations 

• Remove excuse

9



Theoretical 
implications 

• As the level of  victim 
resistance increases, the 
effort for the offender will 
also increase, and in turn, 
will reduce the probability 
of  crime completion 
(Clarke 1997)

• Victim engagement in non-
forceful resistance will 
reduce offenders’ emotional 
arousal and will have low 
odds of  initiation and 
completion of  a criminal 
event (Cornish and Clarke 
2003)



Research question 1 

• How common avoidance from accessing websites that 
handle sensitive information (banking, email, social 
networks and personal cloud) among WiFi networks 
is? 



Research question 2

• Does uncertainty regarding the owner of  a WiFi
network shape users’ avoidance from accessing 
websites that handle sensitive information ?



Humans are ambiguity averse 



Research design-
phase 1

• 24 public WIFI locations in the state of  MD and DC 
• 16 Coffee houses 

• 7 Restaurants 

• 1 Hotel lobby 



public wifi data 



Diagram 



Research design-
phase 2

• Quasi-experimental one-group-post-test-only research 
design 
• 102 public WIFI locations in the state of  MD and DC 



Ethical and privacy 
considerations 



Dependent variables 

• Presence of  email packets 

• Presence of  social network packets 

• Presence of  banking site packets 

• Presence of  e-commerce packets 

• Presence of  personal cloud packets 



How common avoidance 
from accessing websites 
that handle sensitive 

information among WiFi
networks is? 
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Morning Afternoon Evening 

Internet Packets Observed During 66 Sniffing 
Sessions on Public WiFi Hotspots in the DC 

Metropolitan Area Across Three Times of Day



Does uncertainty regarding the 
owner of  a WiFi network shape 
users’ avoidance from accessing 
websites that handle sensitive 
information ?



Location Physical and Social
Characteristics

Extant Public 
WiFi

Network

Honeypot 
WiFi

Network
Mean
(SD)

Mean
(SD)

Number of people 23.47
(12.30)

21.16
(17.39)

Number of males 11.25
(5.75)

10.66
(9.75)

Number of females 10.97
(6.18)

10.50
(8.42)

Number of customers 20.93
(11.49)

18.66
(16.39)

Number of employees 2.53
(1.69)

2.49
(2.14)

Number of mobile devices (observed) 8.22
(6.64)

2.77*
(3.13)

Number of Laptops (observed) 4.31
(5.03)

2.70
(6.05)

% people sharing a table 61.88
(23.94)

69.77
(43.23)

% people sitting in adjacent tables 74.16
(25.98)

77.16
(56.85)

Location Physical and Social Characteristics of Public 
WiFi Hotspots and Locations in which WiFi Networks 

Were Deployed



Neighborhood
Characteristics

Extant 
Public 
WiFi

Network

Honeypot 
WiFi

Network

Mean
(SD)

Mean
(SD)

Total population 3405
(1384.24)

4213
(2781.90)

Percent poverty 14.97
(9.09)

13.92
(13.26)

Percent unemployed 5.70
(4.00)

4.43
(3.10)

Percent foreign born 13.62
(10.42)

21.34*
(14.46)

Percent female headed household 25.18
(18.03)

35.11
(61.17)

Percent living in the same house
for more than 5 years 77.86

(9.40)
70.06**
(11.07)

Census Tract Characteristics of Extant 
Public WiFi Hotspots and Honeypot 
WiFi Deployment Locations 

† p<0.10, * p<0.05, ** p<0.01



Packets type Proportion 
of extant 

Public WiFi
Locations 

with Packets 
Observed 

(n=24)

Proportion 
of honeypot 

WiFi

Locations 
with Packets 

Observed 
(n=31)

Advertisement .83 .65**
Education .41 .21**
News .70 .27**
Sport .41 .09**
Video streaming .67 .23**

Proportion of Extant Public WiFi and  
Honeypot WiFi Network Locations in 
the DC Metropolitan Area with 
Different Types of Packets

* p<0.05, ** p<0.01
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Conclusions 

• Although online avoidance strategy is rare among public 
WiFi users’ in the context of  social media, email, and 
personal cloud services, it appears to be quite common 
with respect to banking websites. 

• Moreover, uncertainty regarding the WiFi network’s 
legal owner and operator is associated with an increased 
likelihood of  avoiding websites that handle sensitive 
information 
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